
 
 

Corporate Social Responsibility Report 2019 

43 Note: Should there be any discrepancy between the English version and 
the Chinese version of this Translation, the Chinese version shall prevail. 

V. Safeguard User Privacy 

 

 

Information is a double-edged sword in the internet era. It can push forward innovation and change. It can 

also redefine boundaries of technology and business ethics, thereby implying risks. It takes responsibility to 

harness the innovation of big data. 

37 Interactive Entertainment is now a globally ranked Top 25 public game company in terms of revenue and 

continues to be China's third biggest video game company. The company has a large user base and massive 

amounts of data from users. The company firmly believes that protecting personal identifiable information 

is the priority in information security management. 

Based on rigorous management systems and procedures, the company adopted industry-leading technology 

and benchmark international standards to strictly control information security risks and ensure data 

security. 

5.1 Keep Promise, Stand on Principles 

The company regards information security as a strategic core management issue. The technical IT center is 

the executive management department responsible for data security. It is led by Mr. Zhu Huaimin, the vice 

president. It reports to, is supervised and managed by the audit committee of the board of directors. 

The company has enacted six rules in the collection and management of user privacy information: 

 Legality: the collection and management of user privacy information conforms to relevant laws and 

regulations, industry norms and guidelines. 

 Consistency: take necessary technical measures to protect users 'privacy and security, and take 

remedial measures when they cause damage to users' related legitimate rights and interests, and bear 

corresponding responsibilities 

 Minimum data collection: the company shall collect minimum user information required and the 

information must be directly related to the purpose of collection. 

 Consent by users: the company shall acquire the consent from users regarding the purpose, method, 

scope, rules of information collection. 

 User participation: users are entitled to inquire, modify, correct, delete personal information, and 

cancel personal accounts 
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 Information safety: provide technical support to ensure the confidentiality, integrity and availability of 

information. 

IT Center of the company has hired an experienced team that consists of excellent managers and 

technicians. The team has built an impenetrable firewall on risk control, data protection, user privacy 

protection. 

 

5.2 Information Security Management System (ISMS) 

The company has established and further improved anISMS based on "ISO 27001: 2013 Information Security 

Management System", "GB/T 35273 Information security technology -- Personal information security 

specification (2017)". The ISMS is designed to achieve Confidentiality, Integrity, Availability, Authenticity, 

Utility of the information, and ultimately protect user privacy. 

The ISMS follows the PDCA cycle management model, has formulated a complete data security 

management process system, and comprehensively improved privacy, data security related policies, 

measures and performance. 

1) Scope and Goal 

The ISMS has covered 37.com, 37 mobile games, 37Games, and all business suppliers to ensure the integrity 

of the ISMS and minimize potential risks. 

2) Plan 

The company formulated the "Information Security Risk Assessment Control Procedures" to identify 

information assets, threats and vulnerabilities, and identify the possible impact of confidentiality, integrity 

and potential loss on assets. Analyze and evaluate the risks, then take precautionary measures if necessary. 

3) Support 

IT center of the company has adopted "Human resource control procedures", "Employment management 

procedures", "Employee separation procedures", "Employee training and management procedures". IT 

center is particular about the professional qualifications and skills of technicians. It has conducted various 

training programs for employees to strengthen their awareness on information security. For separating 

employees, IT center will confiscate confidential documents, cancel authorization, require them to comply 

with confidentiality agreement and non-compete clause. 

In 2019, the company organized 10 training courses on security laws and relevant regulations, information 

security management. All employees of IT center (150 in total) attended the above courses. 
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4) Access Control 

The company issued "User access management procedures" and "Password policy" to manage user access, 

regulate application for access, access change, access maintenance and review, making rules for the 

creation, distribution, protection, termination, and confiscation of user identification mechanism, and 

examine the operation of information system non-stop. 

5) Data Protection 

The storage and transmission of data are encrypted. The key encryption adopted SHA256 encrypted 

algorithm, which can resist against most popular hash functions collisions, such as birthday attacks, rainbow 

table attacks, differential attacks, along with salting password for additional security. 

The company uses privacy enhancement technology to manage user privacy data. This includes 

de-identification and anonymization of user's personal information, and adopts technical and management 

measures to store the information that can be used to recover personal identification separately from the 

de-identified information, which strengthens management of access and usage rights. 

6) Physical and Environment Security, Operation Security, Communication Security 

Physical and environmental security: The company has a "Physical Access Strategy" to prevent unauthorized 

physical access, damage and interference to the organization's premises and information. 

Operational security: The company launched its "Malware Management Program" to ensure the protection 

of information and information processing facilities against malware, carried out its "Information Backup 

Security Strategy" and "Important Information Backup Management Program" to prevent data loss. The 

company also established a "Log Management Strategy" to record user activity, abnormal activity, errors 

and information security incidents. These measures are logged, maintained, and reviewed regularly. The 

company has developed "software development management procedures" to ensure the integrity of the 

operating system, implement technical vulnerability management. 

Communication security: the company issued "Communication security management procedure" to ensure 

online information security and support the information processing facilities. 

7) System Acquisition, Development and Maintenance 

The company has enacted "Information system security requirements", "Public network service security 

regulations", "App service transaction security regulations" to prevent fraud, contract disputes, 

unauthorized disclosure and modification, secure information related to app service and transactions. 

8) Information Security Incident Management 
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The company has taken precautionary measures, including publishing "Information security incident 

management specification", "Precaution action control procedure", "Vulnerability and fault management 

procedures", "Information security reward and punishment procedures". Hence the company can handle the 

information security incidents systematically, identify purpose, responsibility, liability, details, report channel, 

solutions, draw up a comprehensive and detailed recovery plan to restore the system. 

"Information security event management regulations" defines and classifies security incidents. It specifies 

different responses and solutions for different security events. 

9) Response to Information Security Incidents 

In order to effectively and timely respond to information security incidents, the company has established a 

24-hour security system. When an information security incident occurs, the technical IT center will 

immediately start an emergency plan and take effective measures, arrive at the scene within 1 hour of the 

incident and receive the incident report, and organize the rescue and repair in an orderly manner to prevent 

the further damage or For possible dangers, the system is restored as soon as possible to minimize various 

losses. 

If a data breach incident occurs, the IT center will immediately investigate and formulate necessary 

corrective measures, and report to the public security bureau if necessary. 

No Major Data Security Incidents in 2019 

The company strictly complies with "GBT22239-2019 Information security technology -- Network security 

level protection basic requirements (2017)". The user data management is based on the standard of level 3. 

With the efforts of the company's technical staff, there has been no incident of data leakage or threat to 

data security and user privacy. 

10) Information Security Incident Investigation Protocols 

For information security incidents, after troubleshooting or taking necessary measures, the technical IT 

center convenes and establishes an incident investigation team to collect evidence at the scene of the 

incident. The team must understand the course of the incident, collect relevant data, and find out the 

reasons, degree of damage and loss, etc. The team must also check the measures that were put in place to 

prevent and control the occurrence of such incidents and whether the emergency plans after the incidents 

are appropriate and if they were implemented. Other responsibilities of the team include determining the 

level and nature of the incidents, identifying the relevant responsibilities and put forward treatment 

suggestions, and proposing measures and recommendations to prevent similar incidents from recurring. 

11) Supplier Management 
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The company issued "Third-party information security management procedure", "Management procedure 

of safety zone", "Management procedure of user access", "Management procedure of the third-party 

service". The above regulations specified that service suppliers, management service suppliers, visitors, 

customers should not violate the prescribe regulations, so that the company can ensure the quality and 

safety of the service and prevent information leakage. 

The company regularly reviews and inspects third-parties such as suppliers. The third-parties which do not 

conform to the requirements of the information security management or refuse to conform to the above 

requirements will confront corrective action within prescribed period, reduction of orders, fines, or 

termination of contract. 

If private user data is involved, the company would, with consent of users, entrust third-parties to deal with 

data if the recipient cannot identify the subject of the personal information. 

12) Audit Control 

The company established and implemented "Internal Audit Control Procedures" and "Management Review 

Control Procedures" to conduct internal information security management system audits. The company 

requires managers to review information security management systems at prescribed intervals and organize 

security audits of information security events every six months. 

In addition to internal audit and management review, the company has hired a third-party institute to audit 

the information security management system. The report will be released in 2020. The security audit will be 

conducted annually starting from this year. 

At present, the company's user center system has passed the level-3 filing of the information system 

security level protection of the Ministry of Public Security, and the company's official website and game 

platform have passed the level-2 filing, covering physical security, network security, host security, data 

security, management security and other core contents of ISMS. 

ISO 27001 ISMS Certification 

The company has invited the international certification body SGS to carry out ISO 27001 information 

security management system certification for the company's core data management business, to further 

improve the level of information security management and promote data security and user privacy 

protection. The certification is expected to be completed by the end of 2020. 

13) Constant Improvement 

The company formulates and implements "Corrective and Preventive Measures Management Procedures" 

to take measures against the detected and potential non-conformities, eliminate the causes of 
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non-conformities, prevent recurrence, and ensure continuous improvement of the information 

management system. 

 

5.3 Protect Personally Identifiable Information 

The company takes personal information security as our prior focus. Therefore, to protect user information, 

the company released Privacy Policy of 37 Interactive Entertainment, which takes concern and protection of 

user personal information security as the core guiding ideology of policy formulation and ensures 

compliance with national laws and regulations. 

In November 2019, the company published Privacy Policies of 37 Interactive Entertainment (Applicable to 

Minors) to protect minors. 

1) Scope of Application 

Except for certain specific products and services, Privacy Policy of 37 Interactive Entertainment applies to all 

products and services. The specific products and services will be subject to specific privacy policies. 

2) Minimize Information Collection 

For the collection of personal information, the company follows the minimum principle. In general, the 

collection is prescribed by PRC laws and regulations as a result of purchasing and using the company's 

products and services, including: 

 The information required to create an account. For example: mobile device number, ID number, user 

name. 

 Collecting information during payment that can be used to evaluate user account, transaction risks, ID 

verification, prevent security incidents (applies to transaction record, virtual currency, virtual 

transaction, redeem code, etc.). 

 Certain personal device information is used for authentication, security, fraud monitoring, archiving 

and backup. 

 When users use customer service, the company might keep a record of the messages, phone records, 

content, contact information, so that the company could handle the issue properly. 

 The company may record and analyze information of bugs to fix bugs and optimize services. 

3) Encrypt and Protect Personally Identifiable Information 
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In order to protect users' personal information, the company takes on all reasonable and feasible security 

measures. The company uses TLS/SSL encryption technology for data transmission and adopted the 

SHA256/AES encryption algorithm for storing sensitive data to achieve anonymization and irreversibility of 

sensitive data and ensuring its security. 

In addition, the company regularly takes risk assessments of security policies and data protection measures 

to ensure that products and services are not threatened by risks such as data leakage or privacy violations. 

4) User Rights 

The user has the right to access, manage and modify personal information, the right to request the 

company to delete or correct personal information. Users can also enter the "customer service center" by 

logging in and select "cancellation" under the "self-service" function item to cancel personal account. 

Privacy policy elaborated on the situations where the company can or cannot respond to personal 

information management requests in accordance with the PRC laws and regulations. 

5) Sharing, Transferring and Disclosure of Personal Information 

According to Privacy Policy of 37 Interactive Entertainment: 

 The company would, with consent of users, entrust third-parties to deal with data if the recipient 

cannot identify the subject of the personal information, in order to provide better service for users. 

 The company will share personal information with relevant PRC government departments subject to 

PRC laws, regulations or administrative orders. 

 The company will not transfer personal information to any third party, except for those that must be 

transferred in accordance with laws and regulations. 

The company also stipulates that the user's personal information can be disclosed only under certain 

circumstances, such as obtaining explicit personal consent, related to national security, national defense 

security, public security, public health, and major public interests, as well as in accordance with laws and 

regulations Special circumstances such as business secrets cannot respond to personal information 

management requests. 

The company also stipulates that personal information collected and generated within the territory of the 

People's Republic of China will be stored within the territory of the People's Republic of China and will not 

transfer or transmit the user's personal information worldwide. 

6) Data Breach Response 
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In the unfortunate occurrence of personal information security incidents, the company has emergency plans 

to take necessary measures to prevent the expansion of security incidents, and to notify users in the form of 

push notifications, announcements, etc. 

7) Technology Utilization 

The company actively uses de-identification technology and TLS/SSL encryption technology to enhance the 

effectiveness of user privacy protection. 

8) Responsible Department  

For any questions related to user privacy, users can contact the company's designated department and 

service hotline:  official website customer service center at 37.com, or the company's customer service 

center hotline 0553-8125237, 4008585237. 

 

5.4 Promote a Healthy and Friendly Cyber Culture and Cyber Space 

In order to implement the strategic deployment of the Central Party Committee and the State Council on 

strengthening cyberpower, 37 Interactive Entertainment immediately carried out "The Plan of Promoting 

Internet Protocol Version 6 (ipv6) Deployment". 

According to the deployment requirements of the IPV6 National Special Committee, 37 Interactive 

Entertainment's official website and some games have fully supported IPV6. The upgrade and 

transformation of other games in 2020 will continue to be promoted, and the downstream vendors will be 

actively promoted to upgrade and change to IPV6. The company plans to lay the foundation for large-scale 

commercial applications. 

In terms of cyber culture construction, the company follows the guidance of the socialist core values, 

adheres to the ideological orientation under the socialist leadership, attaches great importance to the 

content orientation of Internet products, and ensures that the positive and healthy network cultural 

products are oriented to the public. Our efforts in building a friendly cyber environment in 2019 was highly 

recognized by the local government. 

As for cyber security, the company has cooperated with the Cyber Security Department. The company has 

set up the Corporate Police Office to handle cyber security emergencies. 

In 2019, the company has completed its Internet Big Data Security Evaluation which proved the company’s 

comprehensive capability of its network security management. 
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